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Lesson 1: Release of Information and Health Insurance
Portability and Accountability

Click the video below to continue our journey!



After completing this lesson, the student will be able to
apply the release of information, health insurance

portability, and accountability act (HIPAA) procedures, in
accordance with (IAW) prescribed guidance and
publications.

HIPAA



Fundamentals

HIPAA was enacted on August 21, 1996. The purpose of the Act is to improve the portability and

continuity of health insurance coverage, improve access to long term care services and coverage,

and to simplify the administration of healthcare. A primary component of HIPAA is the protection

and privacy of individually identifiable health information. The HIPAA privacy rule governs this

component and Department of Defense Manual (DoDM) 6025.18-R implements the requirements.

Some of the HIPAA privacy rules that you
will be involved with are:

NOTE: HIPAA is covered under Public Law 104–191, 45 Code of
Federal Regulations (CFR), parts 160 and 164.



Use of information. Patient’s protected health information can

only be used for treatment, payment and health care operations

without written authorization from the patient or other

disclosures required by law.

1

Disclosure or release. Records can be disclosed for various

reasons without authorization by the patient. Complying with a

subpoena, court order, or public health requirement, as well as

specific national security requirements are among the allowed

disclosures.

2

Accounting of disclosure. The patient can request an accounting

of every disclosure for the previous 6-year period back to 14 April

2003. This is limited to disclosures that are not part of treatment,

payment, health care operations or disclosures authorized by the

patient.

3

Restrictions on information. According to HIPAA and Military

Health System (MHS) notice of privacy practices, a patient has

the right to request restrictions of uses and disclosures of their

medical or dental information. Requests for restrictions must be

made in writing. If granted, the patient should be informed that

the restriction is not permanent and only applies to the

individual or military treatment facility (MTF) that grants the

request for which it is requested and does not transfer to another

individual or MTF.

4



Fundamentals

The intent of the Privacy Act, established in 1974, is to protect personal information that can be

used to distinguish or trace an individual’s identity. This type of information is defined as

personal information, which if lost, compromised or disclosed without authorization, could result

in substantial harm, embarrassment, inconvenience, or unfairness to an individual. Some

categories of personally identifiable information (PII), when maintained by the Department of the

Air Force, are sensitive as stand-alone data elements.

The Privacy Act



The Privacy Act applies to all establishments, not just medical facilities. PII is the term used to

identify this type of information.



Did you know?

It's important to distinguish the difference between personal health information (PHI) which is

protected under HIPAA and PII which is protected under the Privacy Act. Both types of

information are considered sensitive and should be protected from accidental release or hostile

retrieval.

PHI may be a patient’s social security number and the reason for appointment or diagnosis. PII

may be the member’s social security number (SSN) only. Both can be traced and identify a specific

person, but only one set of data can give the viewer health information as well.



Did You Know?

Beneficiary health records are the property of the United States
Government.

The information contained in the record belongs to the patient.

Records are maintained in accordance with the Privacy Act and HIPAA.

The patient has the right to the information in the record.

Now that you’re familiar with the HIPAA and
Privacy Act, let's discuss how it enables the

DoD to protect medical records.

DoD Policy On Custody and Control of Medical Records



Patients or their guardians may request a copy of the information in the
record.



Hybrid Records

In the DoD, an outpatient record is considered “hybrid." This means that some records are kept as

a hard copy, and the rest is on an electronic health record platform. For example, an active-duty

member that entered the Air Force in 2006 would have started their career with a hard copy

record which must be maintained, but after a certain point in their career the rest of their record

would be solely electronic.

Hard Copies

You may notice in your MTF that most patients no longer have hard copy records, and if they do,

the records aren’t referenced. Although, we’ve come a long way in transitioning to electronic

records, this does not remove the responsibility of maintaining the hard copy records for all

patients. Your MTF will have a policy and process that prevents any patient from hand carrying

their hard copy record.



When a patient moves to a new base or medical facility, it’s the responsibility of the record room

staff to mail the hard copy record to the new MTF.



Medical Record Copies

If a patient requests to remove the medical record from the medical facility, MTF personnel are

required to inform the patient of the DoD policy prohibiting patients from hand-carrying their

record(s). A patient may request copies of any necessary paperwork from the outpatient, inpatient,

dental records, other paper or electronic health record required to ensure adequate medical

reference and continuity of care between the MTF and the external provider or civilian medical

facility.

NOTE: Copies are provided free of charge. However, unless specifically
requested by either the referring or accepting physician, do not copy
the entire medical or dental record.



Laws and Regulations

Another unique requirement of your position is understanding the release of information laws

and regulations for outpatient records and other specialty clinic records. For instance, you may

not be responsible for releasing mental health records, but you should be familiar so that you may

inform a patient or third party of the correct process. 

You may find that the outpatient records room becomes the main focal point for any release of

information question!



Drug Abuse Offense and Treatment Act, and Comprehensive Alcohol
Abuse Amendments

You must understand the laws governing

these acts because they contain very specific

instructions pertaining to the confidentiality

of information in drug and alcohol abuse

records. The drug and alcohol laws take

precedence over other directives pertaining to

access and release of medical information.

Health records (inpatient and outpatient)

that contain reference to drug or alcohol

abuse or rehabilitation are reviewed by the

Staff Judge Advocate (SJA) for a

determination of releasability and for

guidance on the nature of the reply.

If it is determined that the record is not

releasable under the drug and alcohol abuse

acts, the requester is informed that release of

the requested record is prohibited by law. If only

a portion of the record is not releasable, the

portion which can be released is provided, and

the requester is informed that the records

released are all that are allowed to be released

under the law. The patient or their legal

representative must give specific authorization

in writing before information pertaining to drug

and alcohol abuse or rehabilitation can be

released from a health record.

Release of Information



Records that contain information from specialty clinics, such as mental

health, are different standard records. However, there are some

exceptions to restrictions.

Information in drug and alcohol abuse
related records may be released under the

following conditions:



Sensitive Medical Information

Within the armed forces or between the Air Force and those

components of the Veterans Administration furnishing health

care to veterans.

1

To medical personnel to the extent necessary to meet a bona fide

emergency.
2

To qualified persons for specific research, management, and

financial audits or program evaluation.
3

By an appropriate court order of competent jurisdiction after

application showing good cause. On the granting of such order,

the court, in determining the extent to which any disclosure of all

or any part of any record is necessary, imposes appropriate

safeguards against unauthorized disclosure.

4



If a provider determines that direct disclosure to the patient could have an adverse effect on either

the physical or mental health, safety, or welfare of the individual, or other persons with whom the

patient may have contact, the disclosure will be made to a healthcare provider named by the

individual, or to a person qualified to make psychiatric or mental health determinations.

Healthcare providers may recommend ways of disclosing health records other than by direct

patient access.

A healthcare provider may elect to disclose information on specific diagnoses of terminal illness

or psychiatric conditions to a patient’s designated representative, and not directly to the

patient, with the patient’s concurrence.

To protect the sensitive nature of the information, stamp
records or documents “SENSITIVE MEDICAL

INFORMATION” before release or referral outside the
medical facility. Then, place them in a sealed envelope
stamped “MEDICAL INFORMATION—FOR USE BY

AUTHORIZED PERSONNEL ONLY.”

Click each tab below to learn more about safeguarding and releasing

medical information.



Information in the health record is personal to the individual and must be safeguarded properly.
Access to health records is restricted to authorized medical service personnel except in certain
situations discussed in this lesson. Before releasing information to medical personnel, be sure
their access to those records is authorized and necessary in the performance of their duties. 

For instance, your suspicions should be aroused if an Airman from the medical equipment repair
section requests a patient’s medical record. If a request seems out of the ordinary or unrelated to
the requester’s normal duties, ask the person some questions and refer any suspicions you have to
your supervisor.

SAFEGUARDING AND
RELEASING MEDICAL

INFORMATION
SAFEGUARDING PRACTICES

RELEASING MEDICAL
INFORMATION

SAFEGUARDING AND
RELEASING MEDICAL

INFORMATION
SAFEGUARDING PRACTICES

RELEASING MEDICAL
INFORMATION



Limit access to all open record storage areas and to electronic records to authorized personnel
only. Authorized personnel are defined as personnel who, through a verification process, have
presented a valid requirement to access said records. Personnel granted access must be fully aware
of the requirements on safeguarding PHI maintained in the MTF.

Except under certain conditions, do not release information from medical records to any person or
agency without the written consent of the person concerned (patient) or the patient’s legal
representative. A spouse cannot sign to release information from their partner’s medical record.
There are some specific exemptions, but most often patients who are 18 or older must sign their
own request.

As you are aware by now, almost every activity in your career field has a set of procedures for you
to follow. Releasing medical information is no exception. Because this is a very sensitive area, with
implications for legal issues, you need to be very familiar with the guidelines.

SAFEGUARDING AND
RELEASING MEDICAL

INFORMATION
SAFEGUARDING PRACTICES

RELEASING MEDICAL
INFORMATION



There are some occurrences in which you are not required to have the patient’s approval before
releasing information. The three most common requests are continued treatment, payment for
care, and healthcare operations. For instance, a primary care manager (PCM) in your facility may
contact a local emergency room (ER) physician to transfer care of a patient. The PCM at your
facility does not need to get approval from the patient prior to calling the ER physician and
discussing continued care.

CONTINUE

If patients would like a copy of their
medical information released, they need



to complete a DD Form 2870,
Authorization for Disclosure of Medical or

Dental Information.





Patient signature and
date

Description of the
information to be

released

The
name/organization

authorized to release
the information

Written in plain
language

The
name/organization

The individual's right
to revoke the

There will be times that you receive a
request that is not on the DD Form 2870,

and that is okay if it meets the basic
requirements listed in the table below:



authorized to make
the request

authorization in
writing

Purpose of the request

The
name/organization

where the
information is going

An expiration date for
the authorization

CONTINUE

Honoring Requests for Medical Information

When you receive a request for information,

provide only enough information to accomplish

the purpose for which the information is

requested. For example, if an insurance company

specifically requests information on an injury a

patient received in a car accident two months

ago, you may release their initial appointment

notes and physical therapy, but not an

appointment for a referral to a

gastroenterologist. When information is

released to a third party (such as insurance

companies, civilian physicians, etc.), further

release is not authorized without the consent of

the patient, his or her legal representative, or the

agency having records responsibility.

This is where it’s important for you to

understand the laws, policies, and procedures

governing the maintenance use, and release

of health records and medical documents.

Often you will find that requests which

require the patient’s approval are sent to the

records section with the necessary

signatures, so you may release the medical

information needed. However, if there is any

doubt as to whether the requester has proper

or legitimate need for the information, or

does not provide a signed release, you will

inform the requester that information is

being withheld until written consent of the

patient is furnished.



A medical patient may also be a member of the MTF workforce as active duty (AD), reservist,

civilian, or contractor.

NOTE: MTF workforce members should not be accessing health record
systems to obtain copies of their own medical records. They should
request copies in the same manner as any other patient.



Documentation of patient permission to send

and receive medical information via

electronic communication should be

maintained in the medical records or tracked

internally in a Release of Information

tracking binder/spreadsheet for future

requests. A patient may elect to receive their

information via the DoD SAFE website

(pictured below). You can access the site by

visiting https://safe.apps.mil/. This site is

DoD approved for transmittal of PII and PHI.

You will undoubtedly have to use a fax machine

to transmit information to doctor offices within

the area surrounding your facility. Although

using a fax machine may seem like outdated

technology, it's a secure way to send small

packages of information until the MHS and

civilian providers can transmit information in a

different way. Your MTF will have fax

coversheets to use on top of any medical

documents before sending. This ensures proper

information safeguarding on the receiver’s end.

Release Medical Information Electronically

The patient can elect to receive their records
by unencrypted/unsecured e-mail or to

another individual designated by the patient.

https://safe.apps.mil/


Specific Requests and Laws Governing Requests
It is important to become familiar with some of the more common situations that may

arise if/when you become responsible for the release of information at your MTF. If you

work with release of information long enough, situations will arise that you have not yet

encountered. Discuss the situation with your supervisor, or consult your HIPAA officer.

Always remember to research the facts before you release medical information.

Complying with Air Force directives and laws are critically

important!



DoD Investigative Agencies

If the information or access to health records is to be provided to nonmedical personnel with a
proper and legitimate need, such as Air Force Office of Special Investigations (AFOSI) agents.
Special agents are granted access to health records when proper identification is provided. 

The agent must sign a dated statement which contains the information listed below: 

Identity of the patient whose record requires examination.

Identity (file number) of the investigation.

Certification by the agent that the information in the record is required for an official
investigation.

Identification of any copies of material furnished to or copied by the agent, and a signed
receipt.

The request should be reviewed and approved by the HIPAA officer prior to disclosing any
information; like all other requests, you will only release the requested information. Special
agents should seek an interview with a health care provider when clarification or interpretation of
medical documentation is necessary. 

NOTE: Do not file the statement in the patient’s health record. Maintain the statement in a
separate folder in the general correspondence files until the investigation is concluded. At that
time, annotate disclosure in the disclosure accounting system.

Although OSI has the right to seize government records for investigation, agents will not seize
original medical records without SJA written approval. If such approval is received, copies of the
seized records will be left with the medical facility. In all but very few exceptions, giving OSI a
certified true copy of the original records will suffice.

Click each tab below to learn more about unique request scenarios you

may be faced with.



Release to United States (US) Government Branches

Due to the unique requirements in the military, patient’s medical information may be disclosed to
their leadership (first sergeant or commander). Consult with your HIPAA Officer before releasing
information to any person within a patient’s chain of command.

This information can be used for commanders to determine the individual’s fitness for duty,
fitness to perform any mission, joint medical surveillance, and reporting casualties. Information
released must be balanced with the sensitive nature of PHI and will be limited to the minimum
information necessary. 

NOTE: Authorization by the individual or the opportunity to agree or object to the disclosure is not
required.

Other Departments or Agencies

Medical information is released upon request, to other departments and agencies, both federal
and state, that have a proper and legitimate need for the information. 
For example: 

Release protected health information to federal and state hospitals and prisons for further
medical treatment of a person in their custody. Give the first sergeant or prisoner escort the
original health records of active-duty members when processing a patient to go to a
corrections facility.

Release protected health information to the Occupational Safety and Health Administration
(OSHA) to help detect, treat, and prevent occupational injuries and diseases.

Release the protected health information of foreign military personnel to their appropriate
foreign military authority.

Release protected health information upon the request of medical research or scientific
organizations or other qualified researchers when, in the opinion of the releasing authority,
its release is legal and in the public interest. This also includes release of information to
present or former members of the uniformed services who need it for private study or
research to advance their professional standing. Where possible, de-identify the records by
removing names and SSNs of individuals and other unnecessary demographic information.
Counsel the researcher that the information must be held in confidence and that any
published reports must not identify, in any way, the individuals whose health records were
examined. Do not release the information when reproducing the information would be a
burden or if it violates existing laws.



CONTINUE

SUBMIT

NOTE: All disclosures of information must be documented in the medical record or the automated
disclosure tracking system.

Knowledge Check. Input and submit your answer in response to the statement

below.

Beneficiary health records are the property of the ____________ while the

information contained in the record belongs to the patient. 

Type your answer here

Knowledge Check. Select and submit the best option in response to the question

below.

Which form is used to allow release of medical information?



SUBMIT

Knowledge Check. Select and submit the best option in response to the statement

below.

Information or access to health records can be provided to nonmedical personnel

with a proper and legitimate need, and when proper identification is provided.

DD Form 988

Standard Form (SF) Form 570

Air Force (AF) Form 341

DD Form 2870

True

False



SUBMIT

CONTINUE

Protected Health Information Management Tool (PHIMT)



Accounting for Disclosure

A patient may request an accounting of every disclosure for the previous 6-year period. This does

not include uses of PHI for treatment, payment, or healthcare operations. If you recall earlier in

this lesson, we discussed HIPAA and factors to remember when releasing health information. 

Some key points to keep in mind are:

When you receive a request for information, only provide enough

information to satisfy the request.
1

When in doubt, do not release any information until the patient’s

written consent is received.
2

Patients or third parties may request to have documents sent

electronically, you may only used approved modes of

transmission.

3



Unless you have been directed otherwise in accordance with local

guidance, you should document all release of information in PHIMT. 

If you’re unsure of a request, discuss it with your HIPAA privacy

officer or non-commissioned officer in charge (NCOIC).
4

Click the steps below required to enter a disclosure in PHIMT (click the
images to zoom).



Log In

Log into your PHIMT account (phimt.csd.disa.mil).

Step 1

http://phimt.csd.disa.mil/


Enter Information

Enter in the patient information and search.

Step 2



Summary Screen

After searching for the patient, the summary screen will be presented.

Step 3



Release of Information

Click on the drop-down menu next to the patient’s name and select release of

information.

Step 4



Reason for Release

Choose the reason for release of information.

Step 5



Enter the Request Details

Enter in the request details, all data entry points with an asterisk are required.

Step 6



Enter the Request Details (continued)

Enter in the request details, all data entry points with an asterisk are required.

Step 7



Enter the Request Details (continued)

Enter in the request details, all data entry points with an asterisk are required.

Step 8



Enter the Request Details (continued)

Enter in the request details, all data entry points with an asterisk are required.

Step 9



Enter the Request Details (continued)

Enter in the request details, all data entry points with an asterisk are required.

Step 10



CONTINUE

Save

Lastly, you have the option of saving the original request for information in PHIMT.

Step 11

Knowledge Check. Select and submit the best option in response to the question

below. 



SUBMIT

CONTINUE

A patient may request an accounting of disclosure that includes how many years?

2 years

6 years

10 years

3 years



What happens if an active-duty member passes

away in your facility while undergoing surgery?

What would be your responsibility if a well-

known 4-Star general is admitted to your

facility? You would need to consult with your

supervisor or NCOIC to determine if the record

should be sequestered. The MTF may sequester

the original medical record (paper or

electronic) depending on the scenario.

However, your MTF will have local operating

instructions on how and when to sequester

medical records. This policy is typically

managed by the Quality Management Office

and Chief of Medical Staff with guidance from

the Medical Legal Consultant. Continuity of

care and the safety of the patient whose record

is being locked is a priority and must also be

factored into the decision making.

Sequestering a record means limiting the availability and access to the medical record above and

beyond the normal precautions.

Sequestering Medical Records



Listed below are the specific situations that
require a record be sequestered.

When an administrative claim or lawsuit against the government

has been filed.
1

When a patient has tried to tamper, alter or illegally remove a

record from the facility.
2

When a request is received from an attorney under circumstances

indicating a claim or lawsuit is being considered.
3

When an Inspector General (IG), congressional inquiry or

investigation has been initiated and when the medical record is

relevant to an IG or congressional inquiry/ investigation.

4

When the record becomes relevant to an AFOSI. Annotate the

sequestered record form with the AFOSI/Security Forces agent’s

name and case number for annual review process.

5

Now that you know some situations that
would require a record to be sequestered,

let's review the steps to sequester a medical
record.



Patients actively seen in your clinic

Let's start with sequestering paper medical records.

You will make a copy of the record, put all the documents in the correct 2100A with “Clinic

Copy” in large block letters on the front. As new paperwork is generated the original

documents will be filed in the sequestered record and copies will be put in the Clinic Copy

on the shelf.

Create a “Clinic Copy” in Paper Record Tracking (PRT) as a unique record type for tracking

purposes in the Medical Records Tracking module.

Step 1



Patients NOT actively seen in your clinic

If the patient is not actively being seen at your facility, you will remove the record to the

identified secure location and place a charge out guide in place of the record. In the charge

out guide place a coversheet stating the record is sequestered with a point of contact to

direct questions to.

Place a cover sheet on the original medical record stating that the record has been

sequestered.

Step 2



Justification

A separate file will be maintained on why the record is sequestered, the date sequestered,

and review date (to determine continued sequestration).

Step 3



Annual Review

An annual review of sequestered records will be conducted to determine if the record is

still required to be sequestered.

Step 4



Changes or Updates

If the patient moves, review the record to determine if sequestering is still applicable. If

required, mail the record to the gaining MTF, include a cover letter stating that the record

requires sequestering and circumstance. 

Your facility will make a copy prior to mailing the record if scenarios 1, 3, 4, and 5 named

above have occurred. The copy is maintained until the claim is resolved.

Step 5



Sequestering Electronic Health Records

Let's continue with sequestering electronic medical records.

Utilize your MTF's electronic health record to print all records for the patient. These

records will be made available for continuity of care, if the patient is no longer being

actively seen, the records will be placed in a locked location with limited access.

You or your NCOIC will send an encrypted e-mail to the following e-mail box:

dha.ncr.healthcare-ops.mbx.patient-admin-office@mail.mil. 

The Defense Health Agency (DHA) Patient Administrative Department (PAD) will review

the incident to determine if the individual’s records and/or casualties’ records should be

sequestered and restricted from general view.

Step 6

mailto:dha.ncr.healthcare-ops.mbx.patient-admin-office@mail.mil


CONTINUE

Summary

As you can see, the process for sequestering electronic health records is less involved than

paper medical records. You will not be the one to make the decision on whether a record

should be sequestered, but you will most likely be responsible for processing. Remember,

you will be critical in protecting patient privacy.



SUBMIT

END OF LESSON

Knowledge Check. Select and submit the best options in response to the question

below.

What two factors are a priority when making the decision to sequester a medical

record?

Who can see the record and limiting access

Safety of a well-known patient and restricting access

Continuity of care and safety of the patient

Electronic health record and paper health record



The primary purpose of the medical record is to document the course of a patient’s illness and

treatment during a particular period and during any subsequent periods as an inpatient or an

outpatient.

Lesson 2 of 4

Lesson 2: Outpatient Health Records Management

After completing this lesson, the student will be able to
maintain outpatient health records, IAW prescribed
guidance and publications.

The medical record serves as a:



Basis for the planning and evaluation of individual patient care1

Communication link between the physician and other

professionals contributing to the patient’s care
2

Legal requirement imposed on hospitals and physicians3

The best place to start our discussion is with
the initial creation of the medical record and

the types of entries used to identify the
record.





Outpatient Medical Record

When we refer to the Outpatient Medical Record, it is important to note that this designated

record set consists of not only the paper record, but all applicable outpatient electronic medical

record data that provides a permanent record of a patient’s medical care. Most of the outpatient

electronic medical record information is maintained and documented in the DOD’s approved

Electronic Health Record (EHR); this system may vary depending on your location. 

Until we transition to a completely electronic health record, the AFMS will continue to use a

“hybrid” record consisting primarily of the EHR and including traditional paper-based records

and forms to meet unique operational mission requirements. As EHRs are operational at all active

duty MTFs, the combination of the electronic and the paper record constitute a complete health

record for a beneficiary.

Both the EHR and the paper record must be available for inspection, review, copying and

disposition when required.

All outpatient records must contain enough
information to (click each box):

Identify the patient

NOTE: The terms, “charge-out,” “pull,” or “checkout,” refer to the
removal of a paper medical record from the file.



CONTINUE

Support the diagnosis given by the health care providers

(practitioners)

Justify the treatment

Accurately document the results of care rendered

The visits a patient makes to your facility are documented
on a variety of different forms that become part of this

medical record.

The text that follows takes you through the
process of creating a medical record and

how these forms become part of the
outpatient health record.



There are only two types of Outpatient
Records:

Service Treatment Records (STR)—the outpatient medical

record and dental treatment record for a member of the United

States military. It is made up of the patient’s medical and dental

encounters throughout the course of their military career.

1

Non-Service Treatment Records (NSTR)—outpatient medical

records for patients in ALL other categories (dependents,

civilians, foreign military, retirees, etc.).

2

The outpatient medical record is vital when it comes to
patient care. The record holds the significant health history
for that patient. It is important to keep the record current

since you would not want to give a patient a
medication that they are allergic to.

In this section, we will discuss how to build,
and properly identify an outpatient medical

record.



Air Force Form 2100A

This is a four-part folder and is the only Air Force Form in use as an outpatient health record

“jacket.” The 2100A series folders are created for enlisted active-duty personnel at Lackland Air

Force Base (AFB), TX. You may remember creating your own record during basic training. Active-

duty officers will also have 2100A series folders, but the creation of their record will vary

depending on their accession method.

These same folders are used for family members and other non-military patients, and are usually

prepared during their first visit to an Air Force MTF. For retirees, these same folders are used, and

should be prepared during their first visit to the MTF following their retirement.



Creation of folders, arrangement of content

and record filing methodology is consistent

throughout Air Force MTFs. There are 10

different colors of outpatient health

records. The different colors aid in filing and

charging-out records.

It is important for you to know how to properly

choose the correct folder in relation to the

sponsor’s social security number (SSN). As

with all things military, there is a process

involved in the selection of the correct folder

for each patient.

Selecting the Form Number and Color of Outpatient Health
Records



Form Number Selection



Social Security Number (SSN)

The sponsor’s SSN determines the Air Force Form 2100A series record you will use for the sponsor

and their dependents. Each record cover contains a place to write the applicable SSN. It is of

primary importance that the folder be properly numbered and then verified using Defense

Enrollment Eligibility Reporting System (DEERS).

If a beneficiary has received medical care under a previous SSN; for instance, as a result

of remarriage to another military sponsor, record forms filed under the former SSN

should be consolidated under the current sponsor SSN. Once the patient has been

registered in the appropriate EHR under the current sponsor’s SSN, merge the old and

new patient file. For future inquiries, a cross-reference from the old number to the new

number should be indicated in the outpatient files as well as in the current automated

system.  

If a dependent spouse or child has received medical care under the SSN of a different

sponsor (i.e. divorce, re-marriage to another sponsor), the record and forms filed under

the former SSN should be consolidated and merged into a new record jacket reflecting



the new sponsor’s SSN. If a beneficiary has received medical care under multiple SSNs as

the result of dual eligibility status (i.e. a dependent spouse who is also an ARC member,

or a retiree), then a cross-reference of the SSNs should be annotated on the outpatient

record jacket to assist with identification. Dual status records maintenance will be

discussed in further detail later in this section.

No Available Social Security Number

A pseudo-SSN is created for beneficiaries without an SSN. This process occurs in DEERS when the

personnel technician issues an ID card or enrolls the beneficiary. Either one of these is generated:

Foreign Identification Number (FIN)

Temporary Identification Number (TIN)

If beneficiaries are not required to have an SSN, they are issued a FIN. Foreign national spouses

who have been issued an Individual Taxpayer Identification Number (ITIN) by the Social Security

Administration will be able to use that number.

NOTE: The mix of dependent and active-duty record information
cannot be merged.

For example, if a dependent child joins the military and their dependent

record must be retired, as discussed further in this chapter, and a brand-

new medical record is created with none of the previous medical
information transferred.



When issuing an ID card, DEERS gives the
personnel technician a choice to enter an

SSN, FIN or TIN.

FIN TIN

Click each tab below to learn more about FINs and TINs.



When FIN is selected, DEERS automatically assigns a 900–00–000F. This number is assigned to
categories of eligible North Atlantic Treaty Organization (NATO) and non-NATO foreign military
members, their family members, for foreign nationals employed in positions overseas that result
in DOD benefits and entitlements, and for authorized non-US personnel who are not under our
Social Security Administration System and will not receive an SSN.

A TIN is assigned and automatically generated by the DEERS (800–00–000D) for categories of
beneficiaries who are awaiting an SSN (such as newborns) or for those who do not have an SSN.
The TIN is used as a method to record the beneficiary as a potential patient on DEERS while
awaiting an SSN. Foreign nationals who are the spouse of a US citizen will be issued a TIN if they
are awaiting or will be receiving an SSN. 

FIN TIN



Color Selection

Select an Air Force Form 2100A series folder (whatever is on hand locally) according to

the second to last digit of the sponsor’s SSN. For example, if the SSN is 539–60–5427,

the second to last digit is a “2.” This corresponds to a yellow Air Force Form 2100A. 

The following table lists the range of SSN
digits used to select a folder, the form

number, and the color of the folder.



If the second to last
SSN digit is:

Use Air Force Form Color

00-09 2100A Orange

10-19 2110A Green

20-29 2120A Yellow

30-39 2130A Gray

40-49 2140A Tan

50-59 2150A Blue

60-69 2160A White

70-79 2170A Brown

80-89 2180A Pink

90-99 2190A Red

Over time, you will become acquainted with the folder color system and how to select the proper

folder based on the SSN. Once you memorize this color-coding system, you can select the proper

folder for the job in an instant. 



Old George Yelled, "Grab That Big

Watermelon, Before Pa Returns!"

Here is a little word association sentence
that may help you memorize the different

colors in order:



CONTINUE

Let's now discuss preparing the folder.

Click the hot spots on the medical folder below to learn more about

what each area is for.



























Sponsor/Family Member Prefix

Depending on the type of record you are creating, enter either sponsor’s prefix, or the family member’s

prefix in the two circles immediately to the left of the SSN. On the family member’s record, this prefix

denotes the relationship of the member to the sponsor. Check the TRICARE DEERS website for the DEERS

Dependent Suffix (DDS) for the patient or if not available, number in birth date order for family member

children.

Use black ink or a suitable marking device if black tape is not available. Stamp “FLY” in two-inch

block letters in the upper left-hand corner of the front of the folder.





Mark these folders with a strip of black tape on the side of the folder, extending from immediately

below block to the bottom of the folder. If file cabinets are used, apply another strip of black tape to

top of folder, immediately to the left of the last four digits of the SSN. Never cover the prefix or SSN.



Spouse Prefix Assignment

Assign the family member prefix “30” to the first spouse authorized care. If the member remarries due to

spousal death, divorce, etc., assign the number “31” to the next authorized current spouse. Increase prefix

numbers by 1 (e.g., 32, 33) for any additional dependent spouse authorized care. Only one current

dependent spouse is authorized medical care.





Un-remarried Former Spouse

Certain former spouses of active duty or retired service members may be eligible for medical care

(including TRICARE) if a DEERS-Uniformed Services issuing ID card office has certified the un-remarried,

former spouse’s eligibility. All un-remarried former spouses are now self-sponsored.

Un-remarried former spouses who have met the requirements IAW Department of the Air Force

Instruction (DAFI) 36–3026V1_IP are treated in the MTF as their own sponsor. As such, medical records

are created for these patients using a their own SSN. If the patient’s previous record, filed under the

deceased sponsor’s SSN, is still in the file, remove the documents and place in this new record.

Annotate the previous folder with cross reference to the new folder. If the patient is still in the EHR under

the deceased sponsor’s SSN, work with the appropriate Information Technology (IT) Help Desk to correct

this.





Sponsor's SSN

In the single space immediately to the right of the preprinted digit, located in the upper right-hand corner

of the folder, place the last digit of the applicable SSN. In the seven spaces to the left of the preprinted

digit, enter the remaining numbers of the SSN. 

Remember, use ballpoint pen, felt-tip marker, or any other permanent means. Do not use a pencil! These

nine numbers constitute the complete SSN of the sponsor.





Patient Identification Block

The patient identification block is located on the upper right-hand corner of the outpatient record cover.

Using a black pen or felt-tip marker enter the first name, middle initial, and last name of the patient. If you

are handwriting this information, ensure it is legible. An emboss card or a label from the EHR may also be

used. Today, HSMs will be using the functions featured in their base’s EHR.

As stated earlier, automated records and printed labels for tracking patient medical records will be created

when a patient is registered through the local EHR registration options, or a patient is admitted to the

hospital. 

An EHR record label consists of the following minimum patient identification:

Patient’s name.

Family Medical Program (FMP).

Sponsor’s SSN.

Record type.

Volume number (used when a patient has more than one record volume).

Record number.





Status.

Date of birth.

MTF Defense Medical Information System (DMIS) ID or MTF code, name and location.

Additional information at the discretion of the MTF.

When the label is printed, a bar code will also appear on the label that can be used by the appropriate

equipment, to scan the patient information in the EHR. This label will be placed on the front cover in the

patient identification block of the Air Force Form 2100A series health record.



Allergies

If the patient has a known allergy to medication(s), this information will be displayed prominently under

the patient identification data on the right-hand side of the folder. 





Right Side Blocking

Using black tape or black marker, block out the last character of the sponsor’s SSN. Red tape or marker can

be used to denote individuals assigned to the Sensitive Duties Program (SDP);  green tape or marker may

be used to denote individuals assigned to mobility positions.

 If an individual is assigned to both SDP duties and mobility, SDP (red) will take priority. If an individual is

removed from either of these programs, simply cover the previous marker or tape with black marker or

tape.

Records maintained in aerospace medicine for flying personnel contain additional markings.

Mark these folders with a strip of black tape on the side of the folder, extending from immediately

below block to the bottom of the folder. If file cabinets are used, apply another strip of black tape to

the top of the folder, immediately to the left of the last four digits of the SSN. Never cover the prefix

or SSN.

Use black ink or a suitable marking device if black tape is not available. Stamp “FLY” in two-inch

block letters in the upper left-hand corner of the front of the folder.





Health Record Year

Mark through the current year of nonmilitary records with a felt-tip marker or pen to indicate the latest

year non-active-duty patients were treated. Affix an Air Force Form 2700L, Year List Label for Air Force

Form 2100, and Air Force Form 788, & Air Force Form 2100B Series, to extend the number of years and to

extend the life of an outpatient record folder.

Do not accomplish a new Air Force Form 2100A series folder just to extend the year grid of a record.





Army

This area is for Army use only. 





MTF Identification

Identify the MTF having custodial responsibility for the outpatient record with a self-adhesive label

affixed to the health record folder in the lower right-hand corner.





Status

Indicate the patient’s status in the box located in the center of the front cover of the record jacket. Enter

the service and rank for extended active duty and retired personnel. Enter the country for non-US military

personnel. Use pencil entries for items that change, such as rank. Blacken in the “military” block for

active-duty military personnel. Enter an “R” in the military block for air reserve component (ARC)

personnel not on active duty. For family members who are also members of an ARC, enter the family

member’s SSN here, as well as their status as a member of the Air Force Reserve or Air National Guard as

appropriate. Blacken in the “Retired Military” block for retired personnel. Annotate the person’s service

and rank, which can be made in pen. Blacken in the “Nonmilitary” block for all others.





Sensitive Duties Program/Food Handler

If the patient is a member of the personnel reliability program (PRP) program, stamp “PRP” in two-inch

block letters on the left-hand side of the front of the folder.

If the person is a food handler, the Force Health Management section enters the date of the current food

handler examination in pencil on the appropriate line of the preprinted format.

Once an FMP has been assigned to an

individual, the number will not change if the

patient is still associated with the same

sponsor and SSN. When a military member

marries a person with children, assign family

member prefix numbers in sequence following

For example, typically an active-duty member

with children will have FMPs assigned starting

with 01 which is assigned to the eldest child. If

the same active-duty member acquires more

children through marriage or adoption, these

children will be assigned FMPs sequentially

NOTE: All remaining areas on the Air Force Form 2100A are optional or
as determined necessary by each MTF.





the last family member prefix already assigned

to children of the sponsor (if any). Assign the

oldest child the next number in numerical

sequence. 

after the FMPs already assigned regardless of

the child’s age. This means that once a FMP is

assigned it should not be changed.

CONTINUE

Acknowledgement of Notice of Privacy Practices Procedures
HIPAA requires all patients to be informed of their rights regarding their protected

health information. Each patient must receive the MHS Notice of Privacy Practices and

acknowledgement of receipt must be documented in the outpatient record.

Medical records technicians and/or clinic check-in personnel check the back outside

cover of outpatient health record to see if the acknowledgement label is present and

signed. If none present, place the label centered near the bottom on the outside of the

record. Ask the patient or their representative if they have received the MHS Notice of

Privacy Practices in the mail and ask patient or representative to fill out the Name, Date,

and FMP/SSN sections and sign the document. Have MHS Notice of Privacy Practices

available to give to the patient if they did not receive or do not remember receiving it in

the mail. 

If the patient or their representative refuses to sign for any reason, fill in the date,

patient name, FMP and SSN, check the block that the patient/representative declined to

sign, and initial the label. Patients can also sign the Notice of Privacy Practices within

the local EHR.

Here is an example of the receipt label.



Mental health records are a separate category of records that contain detailed psychiatric
notations of evaluations, consultations, tests, and treatment provided on an outpatient or
inpatient status. Do not use AF Form 2100A series record jackets for records kept in the mental
health clinic. 

These records must be kept in properly secured files in the mental health clinic. See DAFI 44–172,
Chapter 5, for details on mental health records and records management.

MENTAL HEALTH RECORDS FAMILY ADVOCACY CLINIC

Click each tab below to learn more.



The Family Advocacy clinic or office maintains the original Family Advocacy Program (FAP)
patient record. The FAP record contains detailed, confidential information regarding alleged or
verified family maltreatment. 

These files are separate from the outpatient record and are secured. Do not use the Air Force Form
2100A series records jackets.

MENTAL HEALTH RECORDS FAMILY ADVOCACY CLINIC



CONTINUE

Knowledge Check. Select and submit the best option in response to the statement

below. 

If a beneficiary remarries another military member, you should not consolidate

their record under the new sponsor social.



SUBMIT

CONTINUE

Outpatient Medical Record Maintenance

Quality

Quality ensures that the record jacket (if applicable) is clean, serviceable, and the contents are for
the correct patient.

True

False

The maintenance of medical records includes quality and security. Click

each tab below to learn more.



Customer Satisfaction

Security

Security references the physical and electronic security of paper and electronic health records.

As a member of the outpatient records team, your
external customers are the patients, and your internal
customers are the staff of the medical facility.



Providing services that satisfy your customers does not happen by accident—it takes a lot of hard

work, careful planning, listening to your customers, and teamwork. Doing something right the

first time requires you to focus on what tasks you do (i.e., work processes).

Updating Records

This involves different tasks, depending on what forms or other material you receive to post to

the patient’s file. Update the information on the outpatient record folder when changes in a

patient’s identification or status occur. Create a new record folder only when the existing folder no

longer protects the contents of the record.

DO NOT add or remove from the list of sensitivities (allergies) identified on the cover of the

medical record. If a new record folder is created, be sure to transfer all the sensitivity information

(as well as all other information) from the previous folder to the new folder.



The patient’s physician is responsible for making changes to the sensitivities list.

Withdrawing Documents

When material in an outpatient record is

particularly relevant for further treatment of

the patient as an inpatient, the material can be

withdrawn and inserted in the inpatient

record. Note the withdrawals on an Standard

Form (SF) 600, Medical Record–Chronological

Record of Medical Care. For example, a patient is

In this case, the entry on SF 600 reads “29 Jun

2010, consultation sheets, dated 16 and 17 May

2010, withdrawn and placed in the inpatient

record on admission of this patient to the

hospital for a partial gastrectomy. Thomas

Edwards, A1C, USAF.” Anytime you remove a

document, annotate the SF 600 with the reason

Some change examples include a name
change due to marriage or divorce or a

change in rank for an active-duty patient. 



admitted to the hospital for surgery and

relevant documents are removed from the

outpatient file. 

why you removed it and the new location of the

document; then print your name and sign

above it.

Filing Medical Documents
Prior to filing any medical documents in a paper or electronic health record, you must

confirm that the document has the patient identifiers listed below.

Adding Documents

Make sure all documents and forms are added to records immediately after receipt.

Temporarily place documents and reports received while the record is charged out in the

charge-out guide, which is filed in place of the record until it is returned.

MTFs will develop local policies and procedures to ensure complete cumulative test

results are printed and inserted in the outpatient records upon referral of a patient to a

Patient's name

Family member prefix

Sponsor's SSN

Facility providing treatment

Name of the facility maintaining the records

NOTE: If the medical document does not have sufficient information to
identify the patient, you may be asked to complete research and fill in
the remaining minimum information required.



civilian provider for medical care, on permanent change of station (PCS) of individual,

and in other appropriate instances where necessary. Your flight will have methods to

ensure all test results (including archived results) are retrieved and filed when the

record is retired to the National Personnel Records Center, the Department of Veterans

Affairs, or the MTF deems it necessary for the record to contain the hard copy test

results.

Distributing medical documentation to the appropriate section and in the right order

will be covered next. Electronic records, unlike paper records, do not have multiple

sections to file. We will go over the process for filing documents in the electronic health

record later in this module.

CONTINUE

Now let’s look at the four-section filing
arrangement in the Air Force Form 2100A

series.

Click each hot spot below to learn about each section.











Section 1

Located on the left side of the folder immediately inside the front cover.





Sections 2 and 3

Located on the middle flap of the folder.





Section 4

Located inside the back cover.

Section 1

Arrange forms in chronological sequence with the most recent action on top. The exception to this
rule is the Air Force Form 1480A or DD Form 2766A, which will be the top form in section 1. File
the following forms in order as listed after the Air Force Form 1480A or DD Form 2766. Previous
versions of Air Force Form 1480A and DD Form 2766 will be filed after the current version, and on
top of the rest of the paperwork in this section.

1. DD Form 2766C or Air Force Form 1480B, Adult Preventive and Chronic Care Flowsheet—
Continuation Sheet.

2. DD Form 2795, Pre-Deployment Health Assessment Questionnaire.

Click each tab below to learn more about each section.





3. DD Form 2796, Post-Deployment Health Assessment. File after the corresponding DD Form
2795.

4. DD Form 2844, Medical Assessment Post-Deployment. File after the corresponding DD Form
2795.

5. DD Form 2900, Post-Deployment Health RE-Assessment.

6. Air Force Form 1480, Summary of Care—original.

7. Air Force Form 3922, Adult Preventive Care—Flow Sheet—original.

8. Air Force Form 3923, Child Preventive Care—Flow Sheets—original.

9. DD 2569, Third Party Collection Program—Insurance Information—original. File here
depending on local MTF policy. These forms are only valid for 1-year after the date signed,
older forms may be removed.

10. Air Force Form 565, Record of Inpatient Treatment or approved HER forms.

a. The following are a listing of applicable inpatient forms that may be filed in Section 1.

a. Air Force Form 560, Authorization and Treatment Statement – original. Only
necessary if admission was cancelled. Previously filed version will not be removed.

b. SF 502, Medical Record, Narrative Summary – copy of original.

c. SF 509, Medical Record, Progress Notes – copy of original when used as a final
discharge note or discharge instruction.

d. SF 515, Medical Record, Tissue Examination – File a copy of original report if the
procedure relates to inpatient care.

e. SF 516, Medical Record, Operation Report – File a copy of original report if the
procedure relates to inpatient care.

f. OF 517, Clinical Record, Anesthesia – File a copy of original report if the procedure
relates to inpatient care (if there was an anesthetic incident).

g. OF 522, Medical Record, Request for Administration of Anesthesia and for Performance
of Operations and Other Procedures – Copy of all documentation relating to
ambulatory surgery.

Section 2

Primarily, this section contains the documentation related to outpatient care received in the MTF
or in a civilian medical facility. The forms are filed in the following order, from the top down:



1. Air Force Form 745, Sensitive Duties Program Record Identifier—This form is used to identify
health records of patients in the Sensitive Duties Program.  If used, it is the top form on the
right side. Individuals may participate in more than one program. Facilities will circle the
initials of the appropriate program on an Air Force Form 745 (PRP and Presidential Support
Program [PSP]). Removal of the Air Force Form 745 depends on the number of programs with
which the individual is associated.

2. Air Force Form 966, Registry Record—is placed on top of the right-hand documents and
under Air Force Form 745, if used.

3. SF 600, Medical Record—Chronological Record of Medical Care, is filed in date order.

a. The following forms will be filed with the associated SF 600:

a. SF 558s, Medical Record–Emergency Care and Treatment, chronologically – Will be
interfiled with SF 600s.

b. DD Form 2161, Referral for Civilian Medical Care – File on top of SF 600 to which it
belongs.

c. SF 513, Consultation Sheet – File on top of SF 600 to which it belongs.

d. Air Force Form 1535, Physical Therapy Consult – File on top of SF 600 to which it
belongs.

4. Air Force Form 1352, Hyperbaric Patient Information and Therapy Record—original if treatment
was on an outpatient basis. File the most recent form on top of all others.

5. Air Force Form 1446, Medical Examination, Flying Personnel—signed original.

6. DD Form 2697, Report of Medical Assessment.

7. OF 178, Certificate of Medical Examination – applies to civilian employees only.

8. SF 88 or DD Form 2808, Report of Medical Examination—signed copy of each report. When DD
Form 2161 or any other form is prepared in conjunction with the SF 88/DD 2808, it is filed
with the SF 88/DD 2808.

9. SF 93, DD Form 2807-1, Report of Medical History—signed copy of each report. File civilian
employee’s SF 93/DD 2807-1 in his/her health record.

10. DD 2807-2, Medical Prescreen of Report of Medical History—signed copy of each report. File
civilian employee’s SF 93/DD 2807-1 in his/her health record.



Section 3

Except for forms related to inpatient care, (which we file in section 1), this section is much like the
left side of the AF Form 2100 series folder. File the forms in the following order:

1. Air Force Form 348, Line of Duty Determination.

2. Air Force Form 422, Physical Profile Serial Report – filed chronologically with the most recent
report on top.

3. Air Force 469, Duty Limiting Condition Report – most recent report only.

4. Prenatal Forms – Pre-natal forms will be maintained in the OB-GYN clinic until the mother
delivers. If the mother delivers in a civilian facility the forms will be filed in the outpatient
record.

5. SF 533, Medical Record – Prenatal and Pregnancy – If the mother did not deliver in the
hospital, the record is filed as a whole package with all forms pertaining to prenatal
treatment filed chronologically between the SF 533 and Air Force Form 3915.

6. Air Force Form 618, Medical Board Report – signed copy of original and associated documents.

7. DD Form 2992, Medical Recommendation for Flying or Special Operational Duty.

8. Air Force Form 1418, Recommendation for Flying or Special Operational Duty – Dental.

9. DD Form 2005 and Air Force Form 137, Footprint Record, directly above the Disclosure
Accounting Record. Most 2100A series record jackets will have the Privacy Act Statement
located on the outside cover on the back of the folder. Patients utilizing these jackets do not
require a DD 2005 placed in section three.

10. All other forms not listed in Section 1, 2, and 4 - File all other forms, unless specifically
designated elsewhere, in chronological order, with the most recent form or report on top.
This may include consent forms or letters and copies of reports of care from civilian sources
(reports from civilian sources should be reviewed by the military health care provider
responsible for the patient’s case prior to filing).

11. Disclosure Accounting Record – The purpose of the document is to maintain a record of
patient information released. This document will contain the following information: patient
name, requestor’s name and address, nature of disclosure, individual’s consent with a block
for annotating “Yes, No or Not Required” and date of disclosure. Your MTF may have a local
policy that tracks patient disclosures other than what is described above.



Section 4

This section is where most of the diagnostic test reports are filed. Arrange forms in the following
order, from top to bottom, chronologically with the most recent report on the top of each group.

1. Laboratory forms are filed in chronological order with most current reports filed on top.

2. SF 601, Health Record, Immunization Record.

3. SF 602, Health Record, Serology Record.

4. SFs 519B, Radiological Consultation Request Report -  filed in chronological order with most
current reports filed on top.

5. OF 520, Medical Record, Electrocardiograph (ECG) Record – filed together in chronological
order with the most recent on top; except when OFs 520 are attached documentation to other
reports.

6. Air Force Form 1721, Spectacle Prescription.

7. DD Form 2215, Reference Audiogram.

8. DD Form 2216, Hearing Conservation Data.

9. Air Force Form 1671, Detailed Hearing Conservation Data Follow-up.

10. Air Force Form 190, Occupational Illness/Injury Report.

11. Air Force Form 1527, History of Occupational Exposure to Ionizing Radiation.

12. USAFSAM Form 1527-1, Annual Report of Individual Exposure to Ionizing Radiation.

13. USAFSAM Form 1527-2, Cumulative Occupational Exposure History to Ionizing Radiation.

14. Air Force Form 1753, Hearing Conservation Examination.

15. Air Force Form 2755, Master Workplace Exposure Data Summary.

16. Air Force Form 2769, Supplemental Data Sheet – this form is only used if the patient works
with specific chemicals.

17. Air Force Form 895, Annual Medical Certificate.

18. Other diagnostic test reports are filed here and/or flat disc digital MEDIA not already stored
in the patient’s electronic health record.

19. Advanced directives (Self-Determination Acts, Living Wills, durable Power of Attorney
forms, or organ donor forms) file behind all other test reports.



New folders are prepared for new patients or when the present folder no longer protects the

contents.

CONTINUE

What happens when you have several
documents with the same date of

treatment? (click each box)

If there is no sequence to file the forms, look to see if there is a

time of treatment. File the documents with the latest time on

top of those with an earlier treatment time.

You may receive three lab slips; for example, all of which were

done on the same day. Most lab slips have a test time on them.

This helps you arrange them on the lab display mount in the

record.

If there is no time on the document to help you, just file them in

any order you feel is appropriate.



SUBMIT

Knowledge Check. Select and submit the best option in response to the question

below.

Prior to filing any medical documents in a paper or electronic health record, you

must confirm that the document has which patient identifiers?

Knowledge Check. Select and submit the best option in response to the statement

below. 

Patient’s name; family member prefix; sponsor’s SSN; facility
providing treatment; name of facility maintaining records

Patient’s name; family member prefix; sponsor’s SSN

Patient’s name and date of birth (DOB) only

Patient’s name and sponsor’s SSN only



SUBMIT

CONTINUE

Medical documentation is arranged in chronological order in the paper health

records. There are no exceptions to this rule.

Outpatient Record Retirement

True

False



As You Can Imagine...

Consistently adding outpatient records to a facility will quickly create many records. To avoid

overloading a records room, a records retirement will be accomplished. The step-by-step for this

process will be discussed later in the lesson, first we’ll go over some basic details so that you may

familiarize yourself with the information. 

As a Health Services Management Journeyman, you will
play a crucial role in outpatient records retirement. It is an

important process that involves more than just the task at
hand.



Records Eligible for Retirement

Non-military (including family members and retired personnel) records are referred to

as Non-Service Treatment Records (NSTR). MTFs are required to at least annually (no

later than the end of the same month from the previous year’s record retirement), retire

or purge outpatient medical records for family members and retired personnel to the

National Personnel Records Center (NPRC). For example, if records were last retired in

April 2019, the next records retirement process should be completed by 30 April 2020. 

Records may be retired two years after the end of the calendar year of the last date of

treatment. This will be determined by a review of the patient’s appointment history in

the electronic health record. Retire or purge records in accordance with Air Force

Records Information System (AFRIMS) Records Disposition Schedule, Series 41,

accessible via the Air Force Portal and the Medical Record Tracking, Retirement and

Retrieval User Guide (MRTR2), available for download on the Air Force Medical

Readiness Agency (AFMRA) Health Benefits Kx, which can be accessed here:

https://kx.health.mil/kj/kx2/HealthSvcsMgmtCFM/Pages/home.aspx. 

All MTFs will utilize the MRTR2 step-by-step guide to set up the CHCS record rooms,

create pull lists of retirement eligible records, and to create the final shipment index.

 MTFs must create a records retirement list by using the Medical Records Menu to enter

record selection criteria including record room, record type, and retirement year. A

CHCS batch job selects the records and downloads the electronic list to a subfile for use

specifically for the records retirement process. The subfile is the records retirement

index file, which is printed and used as the pull list to retrieve the records eligible for

retirement.

Below is the flow chart that outlines all the
steps in the retirement process.

https://kx.health.mil/kj/kx2/HealthSvcsMgmtCFM/Pages/home.aspx


Read the scenario and click each step below to learn more.



Pulling Records and Editing Index List

Here’s a scenario, your Lead Records Technician has been getting everyone ready for the

annual records retirement. All the medics who have completed a record retirement

previously are prepared for a lot of research, you’re not sure what that will mean but you

remember from your technical training and your career development courses (CDCs) that

you know how to research loose medical documentation. You think “I’ve got a handle on

this retirement thing,” and you’re ready to jump in! 



Index List

Each MTF’s record room will split their retirement index. The list will be in terminal digit

order. An example index list is below. You may note that there’s a column that states “Last

Pat Activity”, wouldn’t that be enough to justify retiring the record? No, as HSMs who

conduct our due diligence, we will research and verify before retiring a record. 

Step 2



Record Pull

Once you receive your index list you will begin pulling records from the shelf and putting

them in a box. You will pull and place records in the order listed on the index.

If you note a record on the list that is not on the shelf, annotate it and continue moving

down the list.

Step 3



Research

Once all the records from your assigned index have been pulled, you will begin researching

each record. Below are the basic steps you will take to research each record.

1. Search for the patient in the Armed Forces Longitudinal Technology (AHLTA) and

review their previous history. If the patient has been seen in the past two years at

your facility their record is returned to the shelf. Annotate this on your index list so

the record can be removed from the index. If the patient HAS NOT been seen in the

past two years at your facility continue to the next step.

If the patient has been seen in the past two years, but not at your facility, use the

next step outlined below to assist you in determining where to send the record.

2. Use the CHCS/DEERS screen and Mini Registration to determine if the patient has a

PCM assigned to your facility. The Defense Medical Information System (DMIS) code

will assist you.

If the patient has your DMIS code, the DEERS screen shows INELIGIBLE for care

AND the patient has not been seen for the past two years per AHLTA the record

may be retired.

If the patient shows a DMIS code that does not match your facility, and they had

appointments in their AHLTA previous encounters you will find the facility

associated with the DMIS code reflecting in DEERS and mail the record.

3. Once you’ve determined that the record can be retired all the information in the

electronic health record must be printed and added to the record. You will use AHLTA

Web Print (AWP) to retrieve all the documents in AHLTA. Additionally, you will need

to confirm that any laboratory or radiology report results from CHCS have also been

printed and put in the record.

4. Prior to completing your research, you will verify that the label on the record jacket is

clear, legible, and not torn or otherwise illegible. The same process is applied to the

record jacket. If the record jacket is torn or unserviceable it must be replaced.

Step 4





Shipped Records List

Once all the records have been researched, the index list will be adjusted to reflect the

records that will be shipped.

Step 5



New Index Created

A new index list will be printed, and this list must be reconciled against the records which

are in the boxes. You and your team will ensure that the correct records are in the box, in

the order displayed on the index list, and the boxes are labeled correctly (i.e., Box 1 of 27,

Box 2 of 27, etc.) An example of the final index list is below. Note the box number on the

right-hand side of the page.

Step 6



Final Index

The final index list will be placed into the first box in front of the first record. After the

boxes are sealed, the Logistics team will assist in mailing the boxes to the National

Personnel Records Center.

Step 7



CONTINUE

Summary

This is a lot of information and can feel like a long process. Although it can be research

intensive, have no fear because you will work with experts! Always look for the helpers,

your NCOIC or supervisor will be there to assist as questions or unique situations arise.

Also, don’t forget the MRTR2 step-by-step guide. You will have all the tools needed to aid

in a successful retirement! 

Knowledge Check. Select and submit the best option in response to the question

below. 

What type of records are eligible for retirement?

All medical records

Dependent records only

Non-service treatment records



SUBMIT

SUBMIT

Knowledge Check. Select and submit the best option in response to the question

below. 

What is the first step in the retirement process?

Retiree records only

Pull eligible medical records

Print the index list

Research medical records

Adjust index list prior to shipping



END OF LESSON
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Lesson 3: Outpatient Health Records Duties

After completing this lesson, the student will be able to
perform outpatient health record duties, IAW prescribed
guidance and publications.

In and Out Processing Functions



The Air Force has an established policy that all military service members will be made

aware of their healthcare benefits as they move from one assignment to another.

Specifically, members must be informed of:

the scope of their benefits

how to access healthcare in their local community

how to access healthcare while away from home or enroute to a new duty station

how to resolve problems related to medical care and access during this transitional
period, should they arise

Additionally, medical in- and out-processing
allows clinicians to review the patient’s

history and health status, verifying there are
no significant medical or dental conditions.



TRICARE Operations and Patient Administration
As a 4A0, you may find yourself working in the TRICARE Operations and Patient

Administration. This flight completes the majority of in and out processing for patients.

Medical in processing will deliver a wealth of information to patients; but you’re not

expected to give the whole brief. However, you should have a basic understanding of the

following topics:

TRICARE benefits and enrollment for your geographical area 

Demographic data collection (if required for your facility’s electronic health record)

Enrolling family members in the TRICARE Dental option

Local point of contact for the Managed Care Support Contractor (MCSC)

Contact information for the Beneficiary Counseling and Assistance
Coordinator/Debt Collection Assistance Officer

Local services available at your MTF

DoD Custody and Control policy



Secure message enrollment

The likelihood of an active-duty member
hand carrying their medical records with
them is small; however, should someone

bring their record, collect and deliver it to the
outpatient records room.

Click the video below to learn more about a newcomer's briefing.



If a member requests to carry their medical record, you will remind them of the DoD

Custody and Control policy. Depending on the Electronic Health Record your facility has,

you may need to confirm that ancillary test results (laboratory and radiology) are

uploaded.

At a minimum, beneficiaries will be briefed on the following items:

Scheduling appointments, obtaining prescriptions, and filing medical claims while
in transit.

Obtaining emergency care while in transit.

Transferring and/or changing service member and dependent's PCM upon in
processing at new MTF.



CONTINUE

SUBMIT

Knowledge Check. Select and submit the best option in response to the statement

below. 

If a member requests to carry their medical record, you will remind them of the

DoD Custody and Control policy. Depending on the Electronic Health Record your

facility has, you may need to confirm that ancillary test results (laboratory and

radiology) are uploaded.

Knowledge Check. Input and submit your response into the statement below. 

True

False



SUBMIT

CONTINUE

The Air Force has an established policy that all military service members will be

made aware of their __________________as they move from one

assignment to another.

Type your answer here

Perform Medical Record Tracking



Most MTFs no longer charge out records for

appointments; however, as we transfer to a

completely electronic system, you will still be

responsible for tracking the paper records that

remain. For instance, when an active-duty

member and their family moves, you will have

to transfer their record to the new facility. Once

you’ve spent some time in your MTF, you will

notice the transformation that is occurring

throughout the Military Health System.

Due to the extensive amount of time it takes to

produce and implement new processes, one

MTF may be using a new system while

another is still on the legacy system. For that

reason, some processes will be described in

both systems. There are multiple menu

options to track records within CHCS, this

lesson will go over the most direct route. Over

time, you will develop your preferred method

of tracking records within the system.

One change that has been occurring for years is moving medical records from paper to

electronic.

Tracking Medical Records, Legacy System

 The most common scenario in which you
would need to track a record is when you

can’t find it on the shelf.

Use the CHCS/DEERS screen and Mini Registration to determine

if the patient has a PCM assigned to your facility. The Defense

Medical Information System (DMIS) code will assist you. If the

1



Tracking Medical Records, Paper Record Tracking (PRT) System

PRT is a “global” record tracking system. Once a record has been added or created in the

system, anyone can view where the record is located.

patient has your DMIS code, determine if the patient’s medical

records are maintained in a different record room.

If CHCS/DEERS gives your facility as a DMIS, go through the

medical record menu, IN (Record Info), and RI (Record Inquiry).

If no record is found, initiate a new record in CHCS and make a

folder.

2

Navigate to the RRT/RRM homepage.1

Enter the PRT Record Number at the top of the screen manually

or by scanning the barcode (if your MTF has the appropriate

equipment).

2

Search for the record, once the results are displayed choose the

patient you need.
3

Select Record Details to view the location for the patient’s record.

Below is an example of the Record Details screen.
4





Research Loose Medical Documentation in the Legacy System

Most MTFs no longer file documents in the hard copy record, instead these documents

are scanned into the electronic health record. There are some exceptions such as

patients on special status; for example, a pilot that is on fly status.

Research Medical Documents

This more in-depth research is required if
you’ve already conducted medical records
tracking, or the record tracking mistakenly

shows the record in your records room.

Use the CHCS/DEERS screen and Mini

Registration to determine if the patient has a PCM

assigned to your facility. Alternatively, you may

use the General Inquiry of DEERS Internet website

at https://dwp.dmdc.osd.mil. The sponsor’s social

security number is required to complete search.

1

https://dwp.dmdc.osd.mil/dwp/app/main


If the patient is assigned to a different DMIS code than your

facility, check your DMIS code book to find the location and mail

the paperwork to that location. Print a copy of the DEERS CHCS

screen to accompany the paperwork.

2

If the patient already has a medical record established, research

the current location of that record. Using CHCS record menu, IN

(Record Info), and TM (Trace Movement) should give you an

indication of the current location.

3

If the patient has been identified through CHCS/DEERS as a

reserve or guard member, search for their unit identification

code (UIC). Confirmation of the exact MTF responsible for

maintaining the beneficiary’s health record(s) is required.

4

NOTE: The practice of blindly mailing medical documents or records to
the MTF closest to where the beneficiary lives or works is prohibited.



FYI

The steps described earlier in this lesson for PRT will be the same steps used to search for a

medical record in order to file loose documentation.

Further Active-Duty Research Techniques



CONTINUE

Below is a list of additional research
techniques that can be used to identify the

location of active-duty medical records.

When researching Air Force service member, access the Air Force

Portal website’s “White Pages” locator

at https://www.my.af.mil/. Additionally, the Air Force global e-

mail directory may be used as another alternative reference

method.

1

Although not a medical record or MTF locator, the DefenseLink

Internet website at https://www.defense.gov/ may be of some

limited use when researching an individual service member’s

duty address or duty contact information.

2

https://www.my.af.mil/
https://www.defense.gov/


Conduct Search for Misplaced Records

Before we discuss how to conduct a search
for misplaced records, first we will review the

most common scenarios in which a record
may be “missing.”

A health record is missing from the main record file with no

documented borrower location or date.

A health record is missing from the main record file with a

documented borrow location and date, but the physical record

has not returned to the main file following a period of 30 calendar

days or more without a documented explanation.

A health record is missing after a thorough investigation and

search from the NCOIC or lead records room technician.

NOTE: Prior to determining that a record is lost, you must consult with
your NCOIC or lead records room technician.



Once a record is deemed missing, follow
these steps:

Identify a possible borrower charge-out location utilizing the

CHCS medical records tracking module.
1

Utilize the PRT tracking steps discussed earlier in this lesson.2

Each MTF staff member is required to search their immediate

work area.
3

Check for misfiles everywhere in the record rooms. Send e-mails

to other record room personnel to request records or medical
4



information.

Search provider offices and exam rooms; ensure the record

hasn’t been sent for a peer review or clinical review committee,

meeting, or function. Contact the patient’s previous bases.

5

Contact the patient to ensure they have not mistakenly kept their

medical record.
6

The TOPA Kx website shown below has a
directory for medical records representatives

across the Air Force.

https://kx.health.mil/kj/kx2/HealthSvcsMgmtCFM/Pages/topa-page.aspx


CONTINUE

Often, the items listed above will enable you to locate a
missing medical record. If you’re still unable to locate a

record, notify your HIPAA officer and NCOIC, or lead
records technician to complete a non-availability letter
(active duty only) and MTF verification checklist. 

Knowledge Check. Select and submit the best option in response to the question

below. 

What system is used as a “global” record tracking system?

Composite Healthcare System (CHCS)

Paper Record Tracking (PRT)

Armed Forces Health Longitudinal Technology Application
(AHLTA)

Defense Enrollment Eligibility Report System (DEERS)



SUBMIT

SUBMIT

Knowledge Check. Select and submit the best option in response to the statement

below. 

There are multiple ways beside the electronic health record system to search for

active-duty records.

Knowledge Check. Input and submit your response into the statement below. 

True

False



SUBMIT

CONTINUE

The ___________ website has a directory for medical records representatives

across the Air Force.

 

Type your answer here

Electronic Health Record System



Since 2006, the AFMS has used AHLTA, the DoD’s approved electronic health record

(EHR) for the day-to-day outpatient care documentation processes.  Until completely

transitioned to an EHR, the AFMS will use a hybrid record consisting primarily of the

electronic health record and include traditional paper-based records and forms to meet

unique operational mission requirements. Most recently, the DoD has started

transitioning to the Military Health System (MHS) Genesis. Your facility could be

anywhere in the transition process, or still using the legacy system.

There could be a time when you see a full EHR transition; however, until that point, we are

required to import documents.

Within your facility, you may note there are
multiple EHRs that are used. Below is a list

of some of the EHR systems you may
encounter:

AHLTA and CHCS – outpatient medical/dental care.

Essentris – inpatient medical care.

Composite Health Care System (CHCS) II-Theater (Armed Forces

Health Longitudinal Technology Application-Theater (AHLTA-

T)).

Health Artifact and Image Management Solution (HAIMS) –

enterprise-wide data sharing capability for all types of artifacts

and images.



CONTINUE

In this section, you will learn how to fill, scan, and upload new documents into the EHR

and in the Health Artifact & Image Management Solution (HAIMS). There are two

different paths to upload documents into a patient’s record within HAIMS: 

1. Scan a document then upload into HAIMS at at later time

2. Scan directly into HAIMS

MHS GENESIS – new electronic health record for MHS providing

a single health and dental record for beneficiaries.

Scan/Upload Artifacts and Images into Electronic Repository



Click through the steps below for each option.



Option 1-Scan and Upload Later



Identify the Patient

Identify the patient and search for them within HAIMS

Step 2



Identify the Patient (continued)

Perform your search.

Step 3



Select the Correct Patient

Once your results appear select the patient you require.

Step 4



Import

Once you’ve selected the patient, choose Import New Asset.

Step 5



Choose File

A new dialogue box will open, choose whatever option pertains to your situation.

Step 6



Upload the File

Choose the appropriate file and click Open.

Step 7



Upload the File

You should now see your file ready to upload.

Step 8



Metadata

Once you’ve selected upload, you will need to fill in metadata for the visit.

Step 9



Save and Close

Once you’ve filled in all information click Save and Close.

Step 10



Option 2- Scan Direct to HAIMS



Identify the Patient

Identify the patient and search for them within HAIMS.

 

Step 2



Select Patient

Once your results appear, select the patient you require.

Step 3



Import

Once you’ve selected the patient, choose Import New Asset.

Step 4



Scan and Upload

A new dialogue box will open, choose Scan and Upload Image.

Step 5



Acquire

The HAIMS scan tool will open, click Acquire.

Step 6



Accept

Once the document has been scanned it will appear in the HAIMS Scan Tool, once you’ve

verified all pages have been scanned you may use the Edit function to make any necessary

pages. After the document has been quality checked, click Accept.

Step 7



Upload in Progress

You should now see an upload in progress bar appear on your screen.

Step 8



Metadata

Once the document has been acquired in HAIMS, the document will appear on the left and

the metadata will be on the right.

Step 9

You can also upload into MHS Genesis, as
shown in the steps below.



MHS Genesis



Select Patient

From PowerChart, open a patient’s chart and select Patient from the menu bar, then select

View Images.

Step 2



Add / Modify Image

Click either the Scanner icon or the New button at the bottom of the window. Both will

open the Add/Modify image.

Step 3



Select Image / Load Document

Select the appropriate image type for the document that will be scanned by expanding the

select an image type list. Load the document or documents into the scanner to be scanned

and click scan in the Add/Modify Image window.

Step 4



TWAIN

The Technology Without an Important Name (TWAIN) window will open. Select the

scanner profile that will be used to scan. TWAIN window appearance will vary depending

on the scanner model. Select the appropriate scanner profile then click Scan.

Step 5



Close Window

Close the TWAIN window once all documents have been scanned.

Step 6



Save Document

The Add/Modify Image window will display with the image that was scanned. If no more

documents need to be scanned, click OK to save the document.

Repeat all prior steps to scan additional documents.

Step 7



Close Button

Once single document capture is complete, click the Close button and return to the

patient’s chart.

Step 8

Legal Correction of Erroneous Data



Mistakes Happen!

 We’re all human and mistakes happen, like discovering an incorrect file in a hard copy record.

However, there is a way to correct this. If you discover a mistake, you will need to speak to your

HIPAA privacy officer to request a legal correction. Your HIPAA privacy officer will most likely ask

for basic data on the record, afterwards they will complete the process.

CONTINUE

What happens if you find a document
uploaded in the wrong record?



SUBMIT

END OF LESSON

Knowledge Check. Input and submit your response into the statement below. 

Since_________ the AFMS has used AHLTA, the DoD's approved electronic

health record for the day-to-day outpatient care documentation process.

Type your answer here
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Lesson 4: Service Treatment Record (STR)

After completing this lesson, the student will be able to
perform service treatment record functions, IAW
prescribed guidance and publications.

Health Record Disposition Processing



There are two categories of health records:
The first category is the service treatment

record (STR) and the second category is the
non-service treatment record.

STR

The outpatient medical record and dental treatment record for a member of the United States
military. It is made up of the patient’s medical and dental encounters incurred throughout the
course of their military career.

The STR begins upon entry to active duty via the Military Entrance Processing Station (MEPS)
intake physical, or commissioning physical, and ends upon discharge, retirement, separation, or
death (if death occurred while on active duty).

Click each tab below to learn more.



Non-STR

Outpatient medical records for patients in all other categories (dependents, civilians, foreign
military, retirees, etc.).



The STR process is mandated for all Air Force MTFs. This
process requires that all Airmen retiring or separating from

service will have their medical record mailed to a
centralized STR cell in San Antonio, Texas.



You're the Key!

You play a key role in ensuring that America’s veterans receive medical care. Record managers, as

stewards of the Medical Corps and appointed maintainers of the medical/dental records, have an

obligation to veterans – to ensure their complete STR is ready and available to the Veterans

Affairs (VA) when the member chooses to file a claim.

While a claim can be initiated with a copy of the medical record, it is not official or complete

without the original records. Without the original record, the member’s claim will be left

incomplete and unfiled, and the member will not receive their due compensation.

Active duty and Reserve component records
disposition rules are subject to frequent



changes. For the latest information, proceed
to the TOPA knowledge exchange (Kx)

website.

Click the steps below for general STR process instructions.

https://kx.health.mil/


STR Process

The steps outlined in these slides are generalized instructions for the STR process. You

should always consult your lead record technician or NCOIC prior to the start of a new

process.



Pulling the Loss Roster

You will be granted access to the Medical Records Management SharePoint site. On this

site you will pull the loss roster for your base, at a minimum of monthly.

MTFs have a strict window in which records must be received by the STR processing

center. Records can be mailed no earlier than the patient’s retirement/separation date and

no later than 30 days after the member’s date of retirement/separation.

Step 2



Pulling the Record

Once a member has been identified on your MTF’s loss roster, you will pull their record

from the shelf.

You are required to work with the dental clinic. A complete record is a combination of

medical and dental record.

Step 3



Transfer of a Record

Annotate the transfer of the record in your facility's current record tracking system.

Step 4



Copies

Place a copy of the member’s orders in the record. Another copy of the orders will be

placed in the charge out guide on the shelf.

Step 5



Staging Area

Place all STRs for the month in a separate staging area, remember these records must be

kept in the same type of secure area as all other records. Put them in chronological order

according to the loss roster. 

Step 6



Additional Documents

The following documents will need to be printed and added to the record as appropriate.

Ancillary laboratory or radiology reports in CHCS.

Clinical narrative summaries and operative reports from previous inpatient or

ambulatory procedure visits.

Medical Evaluation Board (MEB) actions.

AHLTA web print.

Civilian network provider reports (if not already documented).

Once records are complete in accordance with current standards, the records will be

packaged and prepared to be mailed in either approved shipping boxes or envelopes.

Records will be mailed with a tracking number. The tracking number and loss listing will

be kept in the outpatient records room (paper or electronically) for continuity and record

keeping.

Step 7



Past Due or Missing Record

The STR processing center may contact you for a record that is past due. You will conduct a

search for a misplaced record. If you and your team are unable to find the record, your

HIPAA officer or NCOIC may deem the record lost.

This will require a non-availability letter and lost record checklist to be sent to the STR

processing center. This might sound intimidating, but have no fear, you won’t be

responsible for doing this process on your own. Your lead records technician or NCOIC will

be familiar with this process.

Step 8



CONTINUE

Exceptions

Finally, as you’re familiar with by now, there are exceptions to almost every rule. Below is

a list of some situations that are exceptions to the STR process and will require you to

consult with your NCOIC before proceeding.

A service member’s record is sequestered, or the member is deceased.

A service member is killed in action.

A service member is undergoing an appellate review (for punitive discharge or

dismissal).

A service member is a prisoner being transported to a correctional detention facility.

A United States Air Force Academy cadet or airmen with less than 180 days of

continued service.

A service member of a NATO country.

Step 9

Knowledge Check. Select and submit the best option in response to the question

below. 

When does a service treatment record begin?



SUBMIT

Knowledge Check. Select and submit the best option in response to the statement

below. 

Once a member’s name appears on the loss roster, their record can be prepared

and mailed immediately.

When a member arrives at their first base

When a member signs their enlistment paperwork

When a member completes their Military Entrance Processing
Station physical or commissioning physical

When a member graduates Basic Military Training or Officer
Training School

True



SUBMIT

END OF LESSON

False


